How to configure your network to use multiple WAN (from your ISP) IPs - By Phil Lavin
This is something I spent many many many many many many many hours researching into via the web and talking to "those who know". Networking isn't hard by any means and I have been doing it for years however when I read my ISPs help pages and found I could be assigned blocks of static IP addresses the temptation struck.

I quickly set about researching into this rather daunting topic. After the research there was one thing that calmed a lot of the confusion. My confusion was such that, "my modem can only be assigned 1 IP, do I need to buy another one?". The single point that explained this is that your multiple IPs are routed over a single one. So, your modem is assigned one IP as normal and the rest are routed over it.

So, how do we go about setting this up? Well, there's 3 bits of hardware you will need. An Ethernet modem, A regular router and a network switch. I already had an Origo ASR-8000 as my modem and a Netgear WGR614 wireless router as my router. These 2 have stood up to the job perfectly. I needed a switch, so I bought a Dlink DES-10160 switch. This is a 16 port switch, which admittedly is rather overkill, but I found it to be about the same price as a smaller 5 port switch on eBay.co.uk, and hey, who can refuse more ports for the same price?

With the hardware all ready I had to get me some IPs. My ISP is a UK ISP called PlusNet. They will assign me a block of 4 IPs without asking any questions. To be quite frank, a block of 4 is useless. If there were 4 usable IPs then it'd be of some use, however their block of 4 included the routing IP and the broadcast IP, leaving me with 2 usable. I had to fill out a RIPE form and request 8 IPs. I was rather worried about this being rejected as I found it rather hard to put my intentions into words as I wasn't 100% sure about the workings of this system yet. This all came through clear and the IPs were promptly assigned.

The IPs for me were free, I do love my ISP. Some ISPs will offer them free, some at a price.

For the purposes of this tutorial and my security I will use IP addresses which were not assigned to me but I will say that they were.

My ISP sent me an e-mail similar to this:

Thanks Phil,
We have assigned your IP addresses.
Your starting address is: 81.152.127.88
Your IP Mask is: 255.255.255.247

This mask meant that my block of IPs, starting at 81.152.127.88 had 8 IPs in it.

Here is where the confusing part struck me. I expected my modem to be assigned 81.152.127.88 as normal, but no! It was assigned 81.152.127.89. A traceroute revealed that the .88 IP was infact assigned to the router just above my modem, i.e. on the ISPs end. This may or may not be the same for you. So, this is where I stood with my IPs:

81.152.127.88 - Off with the fairies on another router (Not usable)
81.152.127.89 - Assigned to my modem by my ISP (Not usable)
81.152.127.90 - Usable
81.152.127.91 - Usable
81.152.127.92 - Usable
81.152.127.93 - Usable
81.152.127.94 - Usable
81.152.127.95 - Broadcast IP (Not usable)

The broadcast IP is always the last one in your range and carries information, about the current users of the IPs in your range, around the network.

The way my ISP handles its static IPs is you tell your modem to get its IP from the ISP, just as if you were using a dynamic IP. The twist is that the ISP then assigns you the same IP each time. This may or may not be the same for you. If you have to tell your modem the IP it is to get each time then that is fine.

So, enough chitter-chatter and on to the doing it stuff! Here is how I set my network up originally:
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The way I wanted it setup with the multiple IPs is such that the Linux server got as many of the statics as was possible, while still maintaining the regular family computer operation. Here is how I set it up:



So, with this setup, the switch acts as the DMZ (demilitarized zone) and behind the router is the secure part of the network with LAN IPS. So, here is how I cabled it all...

1. Connect the modem's WAN port into the wall as you would normally
2. Connect the modem's LAN port into the switch using an Ethernet cable
3. Connect the router's WAN port into the switch using an Ethernet cable
4. Connect the Linux Server's LAN Card (NIC) into the switch using an Ethernet cable
5. Connect the family PCs to the router's LAN ports using Ethernet cables/wireless connections.

Here is how it should be configured:

The modem should be just a connecting device. Many modems (including mine) have NAT and other router features on them. These all need to be disabled. Disable NAT, DHCP, Port Forwarding and any DMZ setups you have on the modem. You can then get it connecting to the internet using the IP method your ISP uses. Once it is happily connected you can configure the rest of the devices.

The LAN side of the modem needs to act as a gateway to the rest of the network so it must be assigned one of your USABLE static IP addresses. In my case, my first usable IP was 81.152.127.90. I assigned this to the LAN side with the netmask given to me by my ISP (255.255.255.248). One thing that worried me at the time was that the modem was getting the netmask 255.0.0.0, from my ISP, on it's WAN port. This later proved to be perfectly fine.

Next I configured the router's WAN port. You must tell the router to use a static IP and enter your next USABLE IP. In my case this was 81.152.127.91. You must also set the netmask to that given by your ISP (255.255.255.248 in my case) and the gateway must be set to the IP of the modem's LAN port that you just set (81.152.127.90 in my case). I enabled DHCP on the LAN side of the router and kept its port forwarding, firewalling and other such router abilities enabled. I set the IP of the LAN side of the router to 192.168.0.1 (A local IP) and set the DHCP range from 192.168.0.2-192.168.0.255. This means that PCs on the "safe side" of the network can all talk to each other just as before while sharing connections through the single IP that was just assigned to the WAN side of the router (81.152.127.91).

Next was the Linux server. Out of my 5 usable IPs 2 had already been used. This left me with 3 remaining. I assigned one of these (81.152.127.92) to the LAN card of the Linux server with the netmask given to me by my ISP (255.255.255.254) and the gateway I configured earlier on the LAN port of the modem (81.152.127.90). This is the time in which the broadcast IP came into play. Many Linux distributions have pretty graphical tools to configure the network and, just like the router did, it will determine the broadcast IP from the IP address and netmask. I chose to use the more conventional configuration file method. This required me to enter the broadcast IP as one of the settings. As I said earlier, this is the last IP in the range (81.152.127.95 in my case).

Linux is a lovely operating system, in such that you can assign multiple IPs to one network interface using "virtual interfaces". This isn't a Linux tutorial, so you can go work out how to do this on your own, but it is very easy to do. I created 2 virtual interfaces from my regular network interface (eth0) named eth0:1 and eth0:2. I assigned my 2 remaining IPs to these interfaces (one on each) with the netmask from my ISP and the broadcast IP also.

So, this is how my network was looking now:
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I had my Linux Server with 3 IPs assigned and my router with 1 IP assigned with all my family PCs sitting behind it with LAN IPs. And this was and still is it. The PCs behind the router are still as secure as they were before, as controlled by NAT on the router itself and the server is now open and free from the restrictions of NAT and any program can listen on any port of any IP without a worry of forwarding ports and the such-like.

I try to make my tutorials as clear and easy to follow as possible. This clearly isn't a simple process and requires a moderate understanding of networking to get anywhere. I feel this tutorial is perhaps slightly harder to follow than many of my others, so, as always, if you have any quips, questions or queries about this, please feel free to drop me a mail on the address above. If you have any improvements on my setup, please feel free to post a comment below for all to see.

My greatest thanks go out to:
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For helping me with the research and general troubleshooting of this project.


User Comments
Reviewed: 07 November 2006
Reviewed By: Guest
Network: 81.152.127.88/29 
Broadcast: 81.152.127.95 
HostMin: 81.152.127.89 
HostMax: 81.152.127.94 
(Report This)
Reviewed: 05 December 2006
Reviewed By: Parvez Khan
Thanks, It is a great piece of information, infact I was also confused how to use static IPS given by my ISP. 
